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Abstracts:

Industry 4.0 is now a vision beyond reality, but it is ready for change not only by the way
we do business but also to engage our society in general. The progress of digitalization
continues to drive increased activity in the manufacturing rooms of Detroit, Bochum, in
China, Vietnam and Bangladesh. In the context of these developments, following policy
issues raises questions: How can we accelerate the progress of new products, services and
business models? And how can we ensure that as many people as possible benefit from
this development and not just a small group? Social innovation, on the one side are new
methods for solving social challenges, those affected, groups and organizations that
accept and use. On the other hand, they also facilitate the dissemination and
dissemination of many technical developments. This is especially true for industry
4.0. Vision: people, processes, services and data - everything will be networked, led by
the Internet, the real world and the virtual world. This article will analyze the content of
the investment process for industrial society 4.0 in Germany and suggest policies for
planners in Vietnam in the current context
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1. Introduction connectivity, cloud computing, 3D
As the world enters its fourth industrial printing, sensor technology, virtual
revolution, a new manufacturing reality ... This new manufacturing
revolution 18 associated with revolution is expected to have a strong
unprecedented technological impact on every country, government,
breakthroughs, related to Internet business and people around the globe, as
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well as fundamentally change the way
we live, work and produce. The essence
of the Fourth Industrial Revolution is
based on digital technology and
integrating all smart technologies to
optimize production processes and
methods. The new era of investment,
productivity and rising living standards
are all thanks to human creativity and
will have a profound impact on the
political, social and economic systems of
the world.

The INDUSTRIAL
REVOLUTION 4.0 that we have just
entered will create a world in which the
virtual and physical systems of
production chains around the globe can
work together flexibly. IR 4.0 is not only
about  machines, intelligent and
connected systems, but also has a much
wider scope. At the same time, there are
waves of further breakthroughs in areas
from gene chain coding to
nanotechnology, from renewables to
electronic computing. It is promising to
create enormous benefits and strongly

impact the world economy as well as

vietnam's economy.
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IR 4.0 will first have a strong
impact on production activities, creating
a great change in production methods,
the convergence between physical
applications and digital applications that
make up the internet of things (IoT) will
change rapidly , extending the entire
value chain from research and
development to production, logistics to
customer service, significantly reducing
transaction and shipping costs, leading to
miracles in production and productivity.
In the process, IoT will transform all
industries, from manufacturing to
infrastructure to healthcare. By changing
the way of production when there are
modern technologies that can connect the
real and virtual worlds, so that human
production can control the process at its
own home while covering all the

activities of the factory through the

superiority of the Internet.

For the commercial sector, this
INDUSTRIAL REVOLUTION 4.0
firstly helps to significantly reduce the
cost of trading and shipping. For the
investment sector, with the nature of the

fourth industrial revolution, technology
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is the most attractive and potential
investment segment of investors in the
coming time, especially  digital
technology and the Internet. But this
revolution can also create greater
inequality, especially causing the risk of
disrupting the labor market. When
automation replaces people throughout
the economy, workers are redundant and
that exacerbates the gap between profit
versus capital and profit versus labor.
While technological innovation often
leads to higher productivity and greater
prosperity, the pace of change will also
create a great pressure due to the shift of
labor resources. Workers in factories
during the Fourth Industrial Revolution
will have new jobs with other
requirements and in a  working
environment or organization that is no

longer the same as it is today.

The term "Industry 4.0" was first
introduced by the Alliance for Industrial
and Scientific Research
(Forschungsunion) in Germany in 2011.
It refers to digitalization in industrial

production. The concept of outlining the

vision of a smart factory, which is
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characterized by a complete network of
all production and process parts: real-
time control through ITC and increased
robotic use, self-control, are
developments that should contribute to
increasing productivity through resource
efficiency. As a high-tech power, the
policies of investment in industry 4.0 in
Germany and the social consequences it
brings are a valuable experience for
developing countries such as Vietnam
2. Literature Review

The concept of i4.0 originated in
Germany and has gained momentum in
recent years building high expectations
around its outcomes. It addresses the
competition of low-cost labor resources
faced by the companies in developed
countries by reducing the overheads of
low-skilled labor [8]. There have been
several definitions of 4.0 and confusion
related to the underlying concepts.
Hermann et al. [11] and Roblek et al.
[12] proposed 14.0 with four technology
concepts as shown in Fig. 1 which has
been followed and used extensively in
several studies. This framework has been
followed in this work and the underlying

concepts are discussed as follows.
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Figure 1: Technologies in 4.0

Industry 4.0 Technologies

Internet of

Things Smart Factory

Intemet of
Services

Cyber Physical

Systems

Source: A multi-case study on
Industry 4.0 for SME’s in Brandenburg,
Germany

2.1. Internet of Things (IoT)

The IoT is an inter-networking of
‘things’ and ‘objects’, such as RFID,
sensors, actuators, mobile phones that
interact and co-operate with each other to
reach common goals [13]. It enables the
ability to combine physical and digital
components (or software) in order to
create new ones resulting in smart
products [14] (for example smart
transport, smart cities, smart factories
and so forth). IoT for industrial purposes
is different from the user based IoT due
to demand for real time data availability
and high reliability. Thus, IoT applied to
industrial processes is referred as
Industrial Internet of Things (IIoT). IIoT

offers product traceability throughout the
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entire product lifecycle and enables
flexibility and operational efficiencies,
reshaping the supply chain and

manufacturing process. Typical
applications of IloT in industry are
predictive maintenance, remote asset
management, improvement of worker
productivity, safety and  working
conditions and differentiated customer
experiences [15].
2.2. Internet of Services (10S)

The manufacturing industry which has
conventionally been product-oriented has
shifted toservice-oriented manufacturing
[16] as it enables gaining revenue from
service transactions all along the life
cycle of a product service system (PSS)
[17]. The shift to service-oriented
architecture enables high product quality
and at the same time the value-added
services give the companies an
appropriate opportunity to differentiate
themsel ves ensuring a strong competitive
position. This has led to the development
of ToS which is an infrastructure that
uses the Internet as a medium for
offering and selling services and making
them tradable [18]. Through IoS the data

of a product can be acquired even during
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its operation and used for the
development of new services and
updates consequently increasing the
perceived product quality. In this paper,
the term Internet of Services is
considered as the technology that
monitors the product life cycle, taking
decisions based on data gathered through
the product life for predictive
maintenance, seamless production flow
and reliability of machines and products
2.3.  Cyber Physical System (CPS)
are a fusion of cyber world and
dynamic physical world with integrated
computational and physical capabilities
to interact with the environment through
several modalities. They are
characterized by a network of interacting
elements where sensors (cyber objects)
can be used to monitor the physical
environments, and the
actuators/controllers can be wused to
change the physical parameters [8].
When compared to the Internet which is
based on the integration of network
technology, applications and
infrastructure; CPS’s can be seen as the
integration of embedded

systems,

sensors, and control systems [19].
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Examples of CPS include biomedical
and healthcare systems, smart grids,
autonomous vehicles etc. There are
several architectures proposed for CPS
as detailed in [20] most of which are
developed considering service-oriented
architecture due to the shift to service-
oriented manufacturing. The 5-level CPS
structure proposed by Lee et al. [21] is
adopted in this paper as it provides
guidelines for developing and deploying
a CPS for manufacturing applications.
2.4.  Smart Factory

The development of IoT, IoS and
CPS has led to the possibility of a smart
factory which is highly flexible,
reconfigurable, capable of producing
customized products and small-lot
products efficiently and profitably [22].
Just like humans live in two worlds i.e.
physical world and cyber (internet)
world, the factory will co-exist in two
worlds: physical world and a digital twin
in the cyberspace. The digital twin will
take the data generated from sensor
networks and manual inputs, process the
data in cyberspace and take corrective
actions in real time to effect the physical

world [23]. The smart factory framework
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for i4.0 proposed by Wang et al. [22] is
adopted in this paper which consists of
four tangible layers, namely, physical
resource layer, industrial network layer,
cloud layer, and supervision and control
terminal layer. The evaluation of SME’s
based on the above four concepts is
performed in the next section.

3. Overview results

3.1. Technology platform

transformation support

Industry 4.0 arises in systems, in the
interaction  between networks and
various technological fields: data
security, protection and security (safety
and security). It is the inclusion of
operators, suppliers and users that
accelerates the process of innovation, but
also helps the standard to be developed.
Some products and services of industry
4.0 will be developed into breakthrough
new fields. This fact puts the challenge
on many German companies, which
traditionally tend to be  more
conservative. This is true for the
manufacturing industry. Here companies
usually take advantage of only the

technical ideas and skills available

within their own scope or in the
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integrated tight network, well-known
partners.

To survive in Industry World 4.0,
companies and employees must enhance
their "interactability" [25] referring to the
skills and capabilities of an organization
to successfully implement technological
transformation. Due to the fact that these
processes new products and services are
increasingly marked by interdisciplinary
technological integration, industry 4.0
development — requires cooperation
between different network skill sets and
memory knowledge. With increasing
digitalization, the latter will likely
become drafted and easily
forwarded.From there, it is imperative
that each party's own ability be
combined with additional knowledge
andthe behaviour of others' [26] The
policy of  supporting innovation
technology must take this into
account. The policy has powered to
support this complex staging of views
and discipline to adapt and learn from
another better and faster. Policy can
promote networking- working thinking,
openness and exchange to enhance the

absorption capacity of companies [17] in
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schools and universities. Establish

advanced education and training
programs, it can promote the building of
operational networks. It can stimulate the
learning collective, also by integrating
non-intensive studies to new
technologies and new knowledge to be
able to diffuse faster. Innovation policies
can promote interdisciplinary project
alliances and authority through initial
contests or project sponsorships. It can
assist in transferring basic research
results to development applications
3.2. Focus on R&D

Industry 4.0 is more than just high-tech
news. High-tech  innovations are
considered particularly attractive to the
scientific and business community,
policymakers and society. The Paul
Romer model for endeerial growth
provides the theory of explanation: the
percentage of a workforce of the
economy engaged in the fields of
research, the growth of  the
economy. Since its in its ine establish,
many analytical innovations and
approaches to innovation policies have

been followed by this principle around

the world. The recipe then is: as much as
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possible. That means one can invest in
research and development (R&D) and be
re-released and see the positive effects
on production and the blooming
market. However, the processes of
mmnovation are not linear and rarely
develop under a waterfall model.
Although innovation processes have met
customer needs, based on practical
knowledge or user
experience. Therefore, along with the
classic advertising of scientific and
technological research, it 1is also
necessary to focus more on social
sciences. [28] called attention to
advanced knowledge facilities for
innovation in its research and set out the
importance of knowledge practice in the
development  of  industries and
enterprises. In the context of his
important considerations, he called it a
departure from the state's innovation
policy as "high-tech obsession", and for
policymakers to focus on the specifics of

mnovation in areas other than in-depth

research.
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Figure 2: Role of the personnel

in the discussions conducted on-site

» Dlirector

# Production Manager

[echmeal manager

Source: A multi-case study on
Industry 4.0 for SME’s in Brandenburg,
Germany

Industry 4.0 needs both. This is
what Industry 4.0 is specific about:
application-based scientific innovation
and customer-driven innovation. That is
why we must timely consider how to
design technical - social systems (e.g.
polar  organization  versus swarm
organization) and their framework
conditions - including as much user
potential as possible and scientific
monitoring of those processes.

3.3. Industry 4.0 must be
associated with social
progress

Industry 4.0 requires a lot, especially

from the people. This is a lot of potential
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Marketing & Sales Management

that has not been focused and exploited
in the current context. It is impossible to
understand machines that industry 4.0 is
highly

conditioneds. Policymakers have to rely

only for

heavily on society, not just on job
distribution. Combining the wuse of
technical support systems with social
practices is key to promoting social
progress: (such as social engagement and
integration,  comprehensive  growth,
improving compatibility with family
needs , caring for the elderly and people
with disabilities...) Social innovations
can only happen in dialogue. Dialogue
with society must be an organic part of
research and
innovation; in turn, it can enhance
technology and increase the level of
social progress.

Those who innovate through
serious participation must do more than
conditions

framework beyond

technological ~ development—  their
activities and integration into our real
world: areas such as data protection,
privacy, and security; copyright,
competition regulations and intellectual

property rights. However, measures and
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consultations at an early stage in respect
of the legal framework frameworks
should be adjusted to suit technological
development, social practices and
business models. This dialogue must also
be promoted between partners. The
internal dialogue  process  must
specifically cite the obligations of the
company management level and the
project to ensure an environment
involving stakeholders

Figure 3: Industry sectors and

classification of the surveyed companies

Source: A multi-case study on
Industry 4.0 for SME’s in Brandenburg,
Germany

Social  initiatives have an
important influence on whether a
reasonable

technique-invention  will

become a widespread innovation
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(Schumpeter's  distinction), on the
channels it is diffused through and what
effects are taking place in the process
[30] A social innovation is to restructure
the goal of social practice with the aim of
better solving problems or meeting needs
than 1is possible on the basis of
establishing practice [31] and thus
contributing to social progress. The
problem is who is industry 4.0 better
for? In this question there is a sub-
content of the definition, namely its
standard meaning. According to this
understanding, innovation can only be
social when it is socially acceptable,
widespread in society or among certain
social groups and eventually becomes an
institutions oroften considered a new
social activity [32] Industry 4.0 must still
demonstrate its benefits and contribute to
social progress. Only when
developments in and around industry 4.0
actually bring social added value (e.g.,
leisurely work or create new labour
quality), when social practice is "better
for everyone" as a result of standard self-
establishment — for both consumers and
product suppliers. This can only happen

if industry 4.0 combines technological
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properties and factors that ensure social
development

3.4. Industry 4.0 and market

economy

For many years, Germany has been the
prototype coordinating market
economy. German companies have relied
on long-term relationships, trusting
employees, suppliers and development
partners. German enterprises take
advantage of ‘"traditional customer
capital" more than their foreign
competitors and therefore have authority
in industries that benefit from increased
innovation  (e.g., machinery and
engineering). They coordinate activities
in a closed network. This "culture of
cooperation" is also supported by strong

industry  associations

through pay
negotiation, participation, dual skills

training and  reinforced learning
opportunities. Policymakers should
attend and strengthen a culture of
cooperation, promote networks and
partnerships, and above all provide
framework conditions: infrastructure
(e.g., expanding general access to high-

speed  broadband  networks) and
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improving the quality of training in
schools in technology and markets

So far, mainly larger companies
are interested and engaged in industry
4.0. However, 99.6% of companies in
Germany are SMEs (IFM
2014). Notably, small and medium-sized
enterprises invest much less in research
and development than large
corporations. They also applied fewer
patents and created fewer technologies
[18] Their strength is cooperation and
strong representation in industry, where
they are above all engaged in
modernization (innovations
process). Small and  medium-sized
enterprises are suppliers, as well as
consumers, and are critical to the
dissemination of new technologies and
practices in industry 4.0. As such, these
companies may be leaders in social
innovation and deserve the support of
larger companies received under the
asymes of " technology ".This beses the
question: How do small and medium-
sized enterprises adopt industry 4.0

A policy innovation can promote

information and

technology (ICT)

the use of

communication
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through education and training. Industry
4.0 provides an opportunity here for
small and medium-sized enterprises of
different components. Areas where
small and medium-sized enterprises have
traditionally participated (manufacturing,
automotive engineering, etc.) are turning
toward the implementation of
information and communication
technology, small and medium-sized
enterprises are in an important position
with powerful associations and networks
to transfer these strengths to other sectors
(ICT and the service industry). This will
be useful for setting standards

3.5. Industry 4.0 with information

security and security issues

Digital data will be the most important
material in the future [33]. Ensuring data
privacy, security and security in a digital
world is a central task for German
research and innovation
policy. However, it's not just about
technology- industry 4.0 topics. Rather,
they show a socio-political
consciousness. This has broad
implications across all areas of action

[16] because data security and privacy

begin with the behavior of others. This
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means  acting  thoughtfully  and
competently in relation to a person (his
own) data and ensuring compliance with
technical and legal issues. Therefore,
security aspects must be taken into
account during the process of planning
new products, business models and
modular training.

An example of this is the
"firewall" problem. Industry 4.0 must
impede data espionage through firewalls.
The GermanFederal Information
Security Office, the competent authority,
can confirm the corresponding products
and services
as there is no "firewall" - and therefore is
likely to cause more than technical
innovation problems. Common European
standards and rules are necessary in these
areas: data security in the industry,
copyright, privacy protection, "the right
to be forgotten" and more [29]
Generally, policymakers can collaborate
on data security, protection, and security
development, maybe by introducing
financial incentives for companies to

develop or procurement of security

solutions, or by establishing regulatory
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regulations (e.g,EU General Data
Protection Regulation).
3.6. Industry 4.0 and policy
coordination needs
System innovations, such as
Industry 4.0, are characterized by the
interaction between technological and
social innovation. Therefore,
technological and social aspects are
coming together and allowing for a
cohesive, comprehensive process of
change. This comprehensive
understanding of the need for
coordination also requires a broader
understanding of policy. Along with this
question regarding research funding
sources, the policy encourages modern
and particular personnel policy, the
effectiveness of science and the R&D
system. organizing the future of the
world of work and social acceptance for

new technology (Figure 4).
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Figure 4: Domain specific breakout of

the problems faced by SMEs
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Source: A multi-case study on
Industry 4.0 for SME’s in Brandenburg,
Germany

Germany's innovation policy has
focused on  promoting  technical
innovation, relying primarily on supply
(so-called technology promotion). It is a
time when policymakers focus on the
need side and promote development -
social innovation. Industry 4.0 can only
stand out in the daily lives of the
population based on indicators of
ensuring social progress (e.g., resource
sustainability, more qualifications for
those seeking training and "good work",
and a better balance of life and work). A
social policy that arises when
technological innovation (industry 4.0 /
digitalization) is accompanied by a
systemated

policy  approach  and
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integrates important contributions from
other policy areas. This requires more
coordination - between ministries that
exceed policy levels [24] However,
efforts in industry 4.0 are not for all
parties to be required to participate at the
same time. Germany understands this
and the policy system has created a level
playing field. Coordination, cooperation
and steps follow a premisted strategy.
The strategy is associated with the goal
of social development based on
digitalization.
4. Discussion

Infact, in Vietnam, although there is no
specific strategy to promote Industry 4.0,
in each related field, there have been
specific orientations and strategies.
Accordingly, in the directives of
Directive No. 50 of the Secretariat on
promoting  the development and
application of biotechnology; strategies
for development of Vietnam Information
and Communication Technology;
Science and Technology Development
Strategy for the period 2011-2020 with
the 1identification of priority areas

including: ICT, biotechnology, new

materials technology, machine building
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technology - automation; The Prime
Minister's Directive No. 16/CT-TTg on
strengthening access to the 4th Industrial
Revolution... have contributed to the
preparation of Infrastructure and
Resources in Vietnam to take advantage
of the opportunities of Industry 4.0, but
the sidestill has a lot of work to do. The
4.0 IR will flourish as the need to find
new, more sustainable production
methods in the face of challenges such as
climate change, population aging or
other security issues is increasing. This
revolution will bring many opportunities
for development and integration, but at
the same time also create many
challenges for developing countries such

as Vietnam.

In order to successfully access the
opportunities of the 4th Industrial
Revolution, from the development
practices of the German Republic, some
suggestions for Vietnamese

policymakers are:

- The State needs to be more
proactive  in coordinating  with
enterprises, putting enterprises at the
center in formulating policies. Especially
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the  policies  towards  industrial
development 4.0, interest rate support
policies for enterprises to digitalize,

transfer and innovate technology.

- Enterprises need to be more
active and proactive in coordinating with
the Government, sharing with the
Government  about  resources  for
infrastructure  development, scientific

and technological potential, national

innovation.

- Drastically innovate the basics
of education and training, especially
vocational training. Develop a number of
products that are strategically

competitive at the national level.

- Have a specific cooperation
strategy with leading countries in the
region to develop their strengths
together, taking advantage of the
opportunities of the Fourth Industrial

Revolution.

- It is necessary to join hands of a
group of senior experts from enterprises,
universities, research institutes and the
Government to survey and re-evaluate

the current status of Vietnam's industrial
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readiness 4.0, forecasting some scenarios
of industrial impact 4.0 on Vietnam,
thereby developing a clearer Industrial
4.0 approach strategy for Vietnam
5. Conclusion

The Industrial Revolution 4.0 has a
strong impact on many fields, with the
arrival  of robots with artificial
intelligence, intelligent working robots,
the ability to memorly remember, learn
infinitely, while that ability in humans is
usually only available for a limited time.
Therefore, the fact that high technologies
and smart machines will create
opportunities for people to work and do
business more effectively by taking
advantage of the advantages that the 4.0
technology revolution brings.
Particularly in Vietnam, by going after
and inheriting the achievements from the
Industrial Revolution 4.0 left by the
world also helps us save some research
time. Instead, we can focus on
developing those achievements

accordingly and bringing the best effect

to the country's economy.

However, 1in the Industrial

Revolution 4.0, the factors that countries
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like Viet Nam have been considering
themselves as superior as the young,
abundant manual workforce will no
longer be strengths. In the future, people
may have more difficulties finding jobs,
because the craft sectors can now impact,
even do better. Such a break in the
labour market can cause socio-economic
or even political uncertainty. This
requires people to constantly improve
themsel ves, make themselves in a higher
position, be able to control machines
intelligently and rationally to not be
eliminated among many advanced
technologies today. Besides, this
industrial revolution 4.0 itself also has its
limitations. We will now have to worry
more about the security of personal
information. This creates a challenge for
our country in terms of the need to
improve its own technology in order to

create a solid ‘"barrier" for this

information.

The 4th Industrial Revolution is a
trend that has an impact on the socio-
economic  development of  many
countries. In particular, one of the

important technologies is Big Data. This
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is considered a core element for the use
and development of the Internet of
Things and artificial intelligence (Al). If
we quickly grasp the opportunities that
this industrial revolution brings, the
country can create a buzz and move
closer to the title of "power", on the
contrary, it may be more tragic than the
modern innovation from the elements of

the 4.0 technology revolution.
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